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Monsieur le Présildent 

de la Conférence RégionaDe des Universités 


de l'Est 


OIQW: Cyber-sécurité/ Plan d'action public-privé de Il'Union européenne. 
P . .,!: Trois (03). 

J'ai 1 'honneur de vous informer que la Commission européenne a lancé un 
nouveau partenariat public-privé sur la cyber-sécurité qui vise à coordonner les 
efforts de ses Etats membres et des acteurs du marché de la cyber-sécurité pour 
faire face aux cyber-attaques. 

Ce partenariat public-privé s'inscrit dans le cadre du Programme 
«Horizon 2020 pour la recherche et l'innovation». Il fera l'objet d'une série 
initiale d'appels d'offres au 1 er trimestre 2017. 

Veuillez trouver ci-joint le document relatif à ce sujet. 

Je vous saurais gré des dispositions que vous voudrez bien prendre en 
vue d'assurer une large diffusion auprès des établissements universitaires de la 
région Est. 
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Commission européenne .. Cornmuniqué de presse 

L,a Commission signe un accc)lI"d ave.c le secteur die la cybersécurlté el: 
trt:!double d'efforts pour lutter c:onttre les cybell"lmenaces 

Bruxelles, le 5 juillet 2016 

La Commission lance aujourd'hui un nouveau partena,rii:tt public-privé sur la cyberl!;écurité 
qui devrait. générer 1,8 n1illiard d'euros d'investissemerlts d'ici à 2020. Ce partenall·iat fait 
partie d'un ensemble d'initiatives IJOur mieux armer eJ:urope contre les cybenlttaq' ue!~ et 
renforcer la compétitivité du secteur de la cybersécurü\l:Ê~. 

D',après un rgc~nt~Qnda9..ê, au moins 80 1;1/0 des entreprises;européennes ont connu au minimum un 
Incident lié à la cybersécurlté au cours de l'a nnée écoulée él: I@ nombre d'incidents de sécurité t;ous 
se'cteurs confondus dans le monde a augmenté de 38 % en ,201S,Ces incidents nuisent aux entreprises 
européennes, qu'elles soient grandes ou petites, et rlsquent-'d'ébnmler la confiance dans l'é çonoml€! 
numérique. Dans le cadre de sa §trat~Q..LE: ,poyr lE; mars;;bé wJrLruJ~ n\Jmérig~, la Commission veut 
renforcer la coopération par-delà les frontières et entre tous les acteurs et secteurs œuvr~.,t dal"ls le 
domaine de la cybersécurité, et contribuer au développement de technologies, de produit:> et de 
services sOrs et innovants, dans l'ensemble de l'UE. 

Andrus Ansip, vlc€!~présld€!nt pour le metrché unique numél'ique, a déclaré: «5ÇfflS cOflflÇjflC€ et sans 
sécurité, il n'y a pasde marché unique numérique. L'Europe doit être prête à faire face aux 
cyhermenac€!S q(l; sont de pl(ls en plus soph;stlq(l~€!s et ne connaissant PI,IS de frontières. Al,Jjo(lrd'h(li, 
nous proposons des mesures concrètes pour renforcer la résilience de l'Europe contre ces att(3ques et 
flOUS doter des cap{Jôtf§s nécessaires pour la construction et le dé"'eloppement de flQtre !économie 
numérique.» . . . 

Günther H. Oettinger, commissaire européen pour l'économie et la société numériques, ,a aJiouté: 
«L '€(lrope a besoIn de produIts et de services de qualité, abordables et Interopérables dans 113 domaine 
de la cybersécurité. C'est une opportunité majeure pour notre !;ecteur de fa cybersécurité d'é'tre 
compétitifs sur (lfl marché mondial en pleIne expansIon. NO(l!; exhortons le~s Etats m~!mbn~s et t"uS les 
organismes de cybersécurité à renforcer leur coopération et à mettre en commun leurs connaissances, 
leurs informa.tions et Ie.ur exp~rtlse afIn d','fIméliorer la cyber~ré:)ilience de l'Europe. Le partenr.Jrlat 
historique en matière de cybetsécurité signé aujourd'hui consmue une étape cruciale.» 

Le plan d'action présenté aujourd'hui comprend le lancement du premier partena."iat puIDlic:··privé 
européen sur la <:ybersé<:urité. L'UE Investira 450 millions d'euros dans ce partenuriat dans le cadr~! 
de son programme pour la recherche et l'innovation H.9r[?o.O_6020. Les acteurs du marché de la 
çybersécurlté, représentés par l'organiSI~t:lon européenne pQur la cybersécurlté (éCSO), dEwr~lient 
investir tmis foiS plus. Ce partenariat regroupera ~galement de!) mE~mbres d'administrations publiques 
nationales, régionales et locales, de centres de recherche et d'universités. L'o bjectif du partîmarlat est: 
de stimuler la 'coopération à un stade précoce du processus de recherche et d'innovation et de forger 
des solutions de cybersécurlté applicables à différents secte,urs, tels que l'énergie, la santé, It;;!$ 
transports et la finance. Le commissaire Oettinger signe aujourd'hui le partenariat avec l'ECSO à 
5tralsbourg (les photos et les vidéos seront disponibles vers 12h00 CET). 
Par ailleurs, la Commission présente différentes mesures pour remédier à la fragmentation du marché 
européen de la cybersécurlté. Actuellement, une entreprise du s;ect~ur des technologies de 
l'information doit parfois se soumettre à différentes procédure!; de certification pour vendre ses 
produits et services dans plUSieurs États membres. La Commission va donc se pencher sur la possibilité 
de mettre en place un cadre européen de certification pour les produits de sécurité des TIC. 

Une myriade de PME européennes innovantes ont fait leur apparition sur des marchés de niches (par 
ex@mple, la cryptographie) et sur d'autmSi bien établis avec de nouveaux modèles d'entr@prlsB (par 
exemple, logiciels antivirus), mais elles sont souvent Incapables de développer leur activité. La 
Commission souhaite frll<:lIIter l'rlIc;:c;:ès al,l flnanc;:ement pOl,lr lIas petites entreprises açtivElS dans le 
domaine de la cybersécurité et elle explorera différentes ôptions prevues par le 12.~!1 g'io,!~stl§5~erneQt 
de l'Union. 

La diredive :!tur la sécurité des réseaux et de l'i nformatl!cm, qui devrait être adoptée par le 
P~rlf~ment européen demain, met déjà en place u.n réseau d'équipes de réaction au)( Incidents touchal<lt 
la sécurité informatique dans l'ensemble de l'UE afin de réagir rèlpidement aux cyberrnenaœs et 



cyberincidents. Elle établit également lm «groupe de coopél"ation» entre États mernbre~, affn de 
filVoriser et de faciliter une coopération stratégique ainsi que l'échange d'informations, et de renforcer 
'<1 confiance. Aujourd'hui, la Commission invite les États membres à tirer le meilleur parti de ces 
nouveaux mécanismes et à accroître la cooTdination lorsque c'est: possible. Elle proposera des moyens 
pour améliorer la çoopératlQn transft'ontière en cas de: c:yb.~rinçident majeu.lr. Étant donné la 
rapidité avec laquelle évolue la cybersécurité, la Commission présentera également son évaluation de 
l'Agence de l'Union européenne cl1l21rgée de la sécuriUl des réseaux et de I/ijnformation 
(!eNISA),Çette évaluation permettra de déterminer si le ma!ndat de l'ENISA et ses capacité;; sont 
tc)ujours-adéquats pour assurer sa mission d'assistance aux États membres de l'UE aux fins de 
r~lnforcer leur propre cyber~résilience. La Commission étudiE) également comment renforcer et 
rèltionaliser la coopération dans le domaine de la cybersécurité à travers les différents secteurs 
é<;onomlques, notamment dans la formation et l'enseignemt;lnt en matière de cybersécu!'lté " 
CI:mtl!xte 

Le plan d'action présenté aujourd'hui se fonde essentiellement sur la slrcltégje goW le marftlé unigldS; 
nLlmécJ.ID:L~ de 2015, la stratégie de cybersécurlté de l'UE de 2013 et la fllture directive sur 1~~clJ ritÉ~ 
des (É;.~~aux §.t de l'informatio-o (5.BI). Il s'a ppuie sur les récentes commlunications concerMnt le 
Q[09r~~m m@ européen en matière d@ sécurité et la luHe contrE! les menaces hybride~. 

Pour en savoir plus 

.Qye§tLons et régoQse,§ 

Çyllli.~~ 

Le s@c:(eur cie la cybersécurlté 

t:NISA 

,B..ésultats de la consultation publique sur le PPPc et les mesures d'a ccompagnement; 

DCllcurnents adoptés aujourd'hui (en ligne vers 10h00 CET): 

~ CommunIcation: Renforcer le système européen de cyber~rési/lence et favoriser 1~_com.J:)éti~lYl1é ~ 
l~qtjQn gans_'e secteucde Ig cy!Lç;r§.~clJrité 

- Q~ûrul.de la CommÎssion relative il I,Jllaccord contractum Ç,l~rnant kln partena.r.@.LP-Y...bÜ~Q..rivé 
~ntractuel sur la cybersécurité (PPPc) 

- Qocy m~ot <;je travêil gesS~r:iic~~de lA CommJssio" q~latif a!.! ppec~t $lUX mesLlres 
d'accompagnement 

- QocU!Il.llill..de traV'ajl des services de la CQmmissiQorelatif à, l'évalugtioo de la cyber.séçuritÉ~~g 
â.~tièrne prQgramme-cadre df l'UE pour la reche~ç~e et Je Jjey'elgQ12eIJ)EmctE?c;bnQlo çl!fLkt~tlZ~tPC_L~t~l 
Jiçgramrnf;l~ëadre pour l'Innovation et la compétitivité .(CIl') 

- .Q.Q,gdJ~Lg,S}",.tra:tilil &les .se(yi~§ de la_Commis~iQn r~IHtif à .liLllCQcédure de cons_ultgllQjl 

Média~~ sociaux 

Jt.QjgltadSiqgjEtMarket (marché unique numérique); 4fçX'betsecu [it~ (cybersécurité) ; ~PPP; :!MIS 
(directive SRI) . 

1P/16/2321 
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PeiiSonnes de contact pour la presse: 1 

NruhdliJLVANDY$TADI (+32229670 83) ! 
Mii:18FRENAY (,*,32 2 29 (4532) 1 

1Renseignements au public: EuroRe Direct par téléphone au 00 800 6789 10 11 ou par @urriel 1
L~~--_.. ..-.-~'.-. .' . .' ..--- ---~-.......~......-...........,.-...,...:<-<----.._~._'-,.,.,,~"'-~~ __~"'~-~_"'''''''''~-..~_.-"~~~-.~"'-. -----~--.. 
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EUR~OPEAN CYBER SECURITY ORGAN I!SATION 


Contract between the public side (European Commission) and the 
private side (ECSO ASBL) has been signee! ai: the European 
Parlliament 

Strasbourg. July 5.2016 

On July 5. 2016. eontraet between the public side (European Commission) and the private side 

(ECSO ASBL) has been signed at thE~ European Parliament in Strasbourg. to stimulate the 

eyberseeurity industry in Europe on strateg ie researeh and innovation. 

The European Commission today signed the eontraet for a Publie-Private Partnership (PPP) 

with the European Cyber Seeurity Organisation (ECSO) ASBL for a strategie alliance in 

eyberseeurity. The EU will invest €450 million in this partnership under its researeh and 

innovation (R&I) programme H2020. In return. eaeh euro of public funding is expeeted to 

trigger additional investments of three or more Euro by the eyberseeurity market players 

represented by ECSO ln total. this partnership on eyberseeurity is expeeted to rai se around €U3 

billion of investment by 2020 and with this. develop innovative and trusted eyberseeurity 

solutions. produets and services in Europe. 

ECSO will work direetly with the European Commission to improve Europe's industrial poliey 

on cybersecurity. focusing on innovation and following a strategie R&I roadmap. This ppp will 

help build trust among Member States. industrial aetors and end-users. by fosterinç) bottom up 

hltp://www.ecs-org.euInews/ecso-ec-contract-signature 214 
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5 July 2016 

Since the adoption of the EU Cybersecurity Stl-ategy in 2013, the European Commission has stepped up its efforts to better 
proteet Europeans online. It has adopted a set of legislative proposais, in particular on network and information security, 
earmarked more than €600 million of EU investment for research and innovation in cybersecurity projects during the 
2014-2020 period, and fostered cooperation within the EU and with partners on the global stage. 

The Commission has further strengthened its approach in the past year by including cybersecurity at the heart of its 
political priorities: trust and security are at the core of the Digital Single Market Strategy presented in May 2015, while 
the fi~lht against cybercrime is one of the three pillars of the European Agenda on Security adopted in April 2015. 

Delivering on these strategies, the Commission today presented additional measures to boost the cybersecurity industry and 
. ·to tacl<le cyber-threats. 

The upcoming adoption of the Network and 8nformation Security (NI!;) DirE!ctive by the European Parliament expected 
tomorrow is another important milestone towards a more secure online environrnent 

V.Vhy is cybersecurity sa important? 
Over the past years, digital technologies have become the By completing the Digital Single Market, the EU could boost its 
backbone of our economy and are a critical resource all economy by almast €41S billion per year and create hundreds 
economic sectors rely on. They now underpin the complex of thousands of new jobs. 
systems which keep our economies running in, for example, 
finance, health, energy and transport. Many business models But for new connected technologies to take off - including 
are built on the uninterrupted availability of the intemet and e-payments, cloud computing or machine-to· machine 
the smooth functioning of information systems. communication .. Europeans need trust and confidence. 

Cybersecurity incidents, be they intentional or accidentaI, could The digital world should be protected from incidents, malicious 
disrupt the supply of essential services we take for granted activities and misuse. It is a priority for the Commission to help 
such as water or eledricity. Threats can have different origins - prevent these incidents, and in case they occur, provide the 
including criminal, terrorist or state-sponsored attacks as weIl most efficient response. 
as natural disasters and unintentional mistakes. 

Both govemments and the private sector have a significant role 
to play - this is why the Commission works with ail these actors 

ta strengthen cybersecurity. 



Wnat al'e the key objectives of the Commissio'rJ in the field of cy,bersecurity? 

1.. Inc:re~asin9 cybersecurity capabilitiies and cooperation 

The aim is to bring cybersecurity capabilities at the same level of development in all the EU Member States and ensure 
that exchanges of information and cooperation are efficient, inc1uding at cross-border level. 

2. Making the EU a strong player in c:ybersecurity 

Europe needs to be more ambitious in nurturing its competitive advantage in the field of cybersecurity to ensure 
that European citizens, enterprises Oncluding SMEs), public administrations have access to the latest digital security 
technology, which is interoperable, competitive, trustworthy and respects fundamental rights including the right to 
privacy. This should also help take advantage of the booming qlobal cybersecurity market. To achieve this Europe 
needs to overcome the current cybersecurity market fragmentation and foster European cybersecurity il1dustry. 

3. Mainstreaming cybersecurity in EU [Jlolicies 

The objective is to embed cybersecurity in the future EU policy in.'tiatives from the start, in particular with regard to new 
technologies and emerging sectors such as connected cars, smà.;r'~ grids and the Intemet of Things (loT). 

Whot is the Commission doing to strengthen icy,bersecur,;ty? 

The Commission has put forward several initiatives and is contributing to a series of key measures: 

l. lEU STRATEGIES 

lEU CyberseclLlrity Strategy (2013) 

The Commission and the European External Action Service launched the EU Cybersecurity 5trategy in 2013. The strategy 
outlines the principles that will gUide the EU action in this domain - for example on the importance of access to the internet 
and of the protection of fundamental rights online. It sets five priorities: 

L increasing cyber resilience;, 

2. drastically reducing cybercrime; 

3. developing EU cyber defence policy and capabilities related to the Common Security and Oefence Policy (CSOP); 

4. developing the industrial and technological resources for cybersecurity; 

5. establishing a coherent internatiomll cyberspace policy for the EU and promote core EU values 

EurC3pean Agenda on Security (20JLS) 

Fighting cybercrime more effectively is one of the three priorities under the new European Agenda on Security 2015-2020 
which was adopted by the Commission in April 2015. Cybercrime requires a coordinated response at European level. 

lherefore, the European Agenda on 5ecurity sets out the following actions: 

• giving renewed emphasis to implementiltion of existing policies on cybersecurity, attaclks élgaÏlr1st information 
systems, and combating child sexUlal exploitation; 

• reviewing 	and possibly extending legislation on combatting fraud and counterfeiting Illif non-caSih lTIeans {(If 

payments to take account of newer forms of crime and counterfeiting in financial instruments, with proposaIs in 2015; 

<. 	 reviewing obstacles to criminal investigations on cybercrime, 110tablv on issues of competentjurisdiction and rules 
on access to evidence and information; 

• enhancing cyber capacity building a.ction under external assistance instruments. 



Market Strategy (2015) 

Trust and security are essential to reap the benefits of the economy This is why the Digital Market 
presented in May 2015 includes a public-private partnership (PPP) on cybersecurity, 

The of tilts partnership is ta stimulate European competitiveness and help overcome r\lr.ore''''rI market fcagmentation 
through innovation, building trust between Member States and industrial actors as weil as helping the demand and 
supply sectors for cybersecurity products and solutions, 

This will be instrumental in industrial resources in It will include 
a wide range of actors, from innovative SMEs ta of components and equipment, critical infrastructure operators and 
research institutes, The initiative will EU, national, regional and pi-ivate efforts and resources - research and 
innovation funds - to increase investments in cybersecurity, 

Ultimab~ly, the partnership will enable to: 

• gather industrial 	and resources to deliver innovation a jointly··agreed s:trategie re$ear-ch and 
il1lnovatioFl 

on technical priorities; defined jointly with industry; 

• maximize the impact of avaHable funds; 

n ••,,,,,,,,, visibility to European research and innovation excellence in cybersecurity, 

The will be supported by EU funds coming From the Horizon 2020 ResE~arch and Innovation Framework 
(H2020) with a total investment of up to €4S0 million until 2020. The Commission aims at the first H2020 calls 
for proposal~ under the cybersecurity ppp in the first of 2017, 

C.,mmunication on Strengthening Europe's Cyber Resilhmce System and Fost.ering 
a Competitive and Innovative Cybelrsecurity Industry (2016) 

and the 	 the Commission adclptE:O 
rnnot.t'I\/O and Innovative 

5 July 2016, 

It Încludes a set of measures at: 

• Sitepping up cooperation across Eurolle: the Commission encourages Member States ta make the rnost of the 
cooperation mechanisms under the forthcoming Network and Information (NIS) Directive and to Împrove the 
way in which they work to prepare for a incident. This indudes more work on 
training and cybersecurity exercises, 

• Suppor1ting the single mar'cet for cybersecurity products and services in the EU: for 
Commission will explore the possibiUty of creating a framework for certification of relevant ICT and 
cornplemented by a voluntary and light weight labelling scheme for the security of ICT products; the Commission 

also measures to scale up investment in and to SUppOit SMEs active in the 
market. 

c:t",hli"'hii.... a contractual public-privêlte partnership (PPP) with indl.lstry, to nurture industrial 
capabilities and innovation in the EU (cf. above). 



The EUlrollol's Cybercrime Centre 

The Europol's Cybercrime Centre (EC3) was set up in 2013 as integral part of Europol and has become a focal point in 
combatting and preventing cross-border cybercrime by: 

• serving as the central hub for criminal information and intelligence; 

• supporting Member States' operations and investigations by means of operational analysis, coordination and expertise; 

• providing strategie analysis products; 

• 	 reaching out to cybercrime related law enforcement services, private sector, academia and other non-law enforcement 
partners (such as internet security companies, the financial sector, cornputer emergency response teams) to enhanc:e 
cooperation amongst them; 

• supporting training and capacity building in the Member States; 

• providing highly specialised technical and digital forensic support capabilities to investigations and operations; 

• representing the EU law enforcement community in areas of common interest (R&D requirements, internet governance, 
policy development). 

4. EU FUNIOING 

Research and Innovation 

During the 2007-2013 period, the EU invested €334 million in cybersE!curity and online privacy projects. Topics such as 
trustworthy network and service infrastructures, cryptology and advanced biometrics were addressed under the Th Framework 
Programme (FP7) and the Competitiveness and Innovation Programme (CIP). During the same period, the Security Hesearch 
theme of FP7 invested €50 million in cybercrirne projects addressing tapies like the economy of cybercrime, risk analysis for 
infrastructure protection, money laundering and dedicated road mapping actions. 

For the period 2014-2016, the EU has 50 far invested €160 million under the Horizon 2020 Research and Innovation 
Framework Programme (H2020) in cybersecurity research and innovation projects. The EU will also invest up to €4S0 million 
of H2020 funding ta pursue cybersecurity research and innovation uncler the contractual public-private partnership on 
cybersecurity for the period 2017-2020. 

Cybersecurity and privacy are part of two streams of the Horizon 2020 plrogramme: 

• Under the Societal Challenge "Secure slllCÎeties - Protecting freedom and secul'ity of Europe illnd its; cit:izens.". 

The Digital Security strand focuses on increasing the security of current applications, services and infrastructures 
by integrating state-of-the-art security solutions or processes, supporting the creation of lead markets and market 
incentives in Europe. Security is also a so-called "digital focus area" under other challenges (privacy and security in 
ehealth; energy; transport; innovative security solutions for public administrations). The aim is to ensure digital security 
integration in the application domains. 

The Fighting Crime and Terrorism strand focuses on increasing the knowledge of the cybercrime phenomenon 
- its specificities, its economy (including its unlawful markets and its use of virtual currencies) and the means for 
law enforcement authorities to fight it more efficiently and to pro';ecute offenders with more solid evidence from 
specialised forensic activities. 

• Under 	Leadership in enabling and industrial technologies Projects on dedicated technology- driven digital 
security bUilding blocks are funded (such as the 2014 calls on Cryptography and Security- by-Design) Security is also 
integrated as a functional requirement in specific technologies, such as the Internet of Things, SG, Cloud, etc. 


